


A Look into the Future of IT
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As the world of technology continues to develop at an accelerated pace, it's essential for A bO U t P I"I Va I
businesses to stay up to date withthese changes.

For over two decades, we have been at the torefront or

With this in mind, we've compiled our very first Trends Report for 2024. the ever-evolving information technology lancdscape,
dedicated to helping Quebec organizations stay up to
This forward-looking report offers valuable insights into the IT landscape touching upon date with their IT needs.

Important topics including the IT labour shortage, cloud security, ZTNA, and the impact of
artificial intelligence (Al).

- With a rising global demand for IT professionals, countries like the US, India, and China are leading the labour shortage. Particularly difficult to
IT La bour ShortEQE- fill roles include cloud security. Addressing this issue requires development of internal resources and skills, with an emphasis on work-lite bal-
ance to retain talent.

” . As more organizations adopt cloud technologies, concerns about proper configuration and security escalate. The lack of available skills in iden-
CIOUd Secu rlty- tity/access management and cloud security slow adoption rates. Key strategies for improvement include training, organization, and correct
controls.
Nearly all IT leaders are implementing or planning to adopt ZTNA as a way to enhance cyber security measures. Driven by remote work and
ZTNA (zero TrUSt evolving threats, ZTNA adoption is not without its challenges, including limited resources and the cost implications. A strategic approach to
ZTNA, with phased deployment, is recommended.
Network Access):
Artificial Rapid advancements in Al present opportunities across multiple sectors, particularly healthcare and marketing. However, there is a growing

demand for skilled Al professionals, and ethical concerns are emerging. Balancing the value and risk of Al while addressing skill shortages is

Intelligence (Al): the way forward



Number of cybersecurity professionals needed worldwide in 2023, by
country
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Most difficult cybersecurity roles to fill
worldwide 2023

Sources: Fortinet
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Cloud security priorities worldwide 2023
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Most common security incidents in the cloud and on-premises worldwide in
2023
Sources. Netwrix
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Zero Trust security initiatives among
companies worldwide from 2019 to 2022

Sources: Okta
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Emerging IT security technologies and architectures
worldwide in 2023, by deployment status
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Emerging IT security technologies and architectures
worldwide in 2023, by deployment status
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Emerging IT security technologies and architectures
worldwide in 2023, by deployment status
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Emerging IT security technologies and architectures
worldwide in 2023, by deployment status
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World wide spending on Al, billion US$

Sources. |IDC




Leading use cases for Al in 2022
Sources. IDC

@ Automated customer service agents

@ Sales process recommendation & automation

@ IT Optimization

@ Fraud analysis and investigation

@ Program advisors and recommendations
Others









